Our Ref: CAK/TEND/007/2024-2025 24™ APRIL, 2025

AMENDMENT NO 1 OF TENDER REFERENCE NO. CAK/TEND/007/2024-2025
FOR THE SUPPLY, CUSTOMIZATION, TESTING, TRAINING,
COMMISSIONING AND MAINTENANCE OF AN INTERNAL AUDIT AND
ENTERPRISE RISK MANAGEMENT SYSTEM (SOFTWARE).

1. RELATIONSHIP WITH THE PRINCIPAL BID DOCUMENT

Save where expressly amended by terms of this Addendum, the principal Bid
document shall continue to be in full force and effect.

The provision of the Addendum shall be deemed to have been incorporated in and
shall be read as part of the principal Bid Document.

A. AMENDMENTS HAVE BEEN MADE IN THE TECHNICAL EVALUATION
CRITERIA AND NOW READS AS PER TABLE BELOW.

Stage two (2): -TECHNICAL EVALUATION

Technical evaluation committee shall evaluate the technical aspect of the tender to determine
compliance with the

Procuring entity’s requirements under section V Schedule of Requirements” and whether the
Tenders are substantially responsive to the technical specifications/Scope and other
requirements. Bidders shall be scored as per tabulation below: -

Category Functional Area Weight | Bidder
(Max Response
Score)

A) TECHNICAL CAPACITY REQUIREMENTS

1. | Firm Proof of Adequate experience of the firm (6 6
Experience Marks)
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Category Functional Area | Weight | Bidder
(Max Response
Score)

e Number relevant projects successfully
implemented (at least six (6) sites where
the solutions have been implemented
locally)

e Evidence of projects of this size and scope
in an organization of similar size;

e Bidder is required to provide six (6)
reference Sites where they have carried
similar works of implementation in the last
5 years.

e Bidder MUST attach Reference Letter, a
copy of full contract/LPO and completion
certificate for each site. Note; the reference
Letters should be issued in reference to
this tender number and within the
tendering period.

e Three (3) of the Six (6) sites must be
Government/State Corporations

Methodology | Bidders should provide a thorough +
and Work methodology and work plan that clearly
plan outlines their approach to executing the
assignment. An essential criterion for
evaluation will be the bidder's ability to
understand business processes and enhance
them to fully leverage best practices. The
detailed work plan should encompass the
following components:

e Configuration Requirements

e Data Migration Processes

e User Acceptance Testing (UAT):

e Training Programs:

e Documentation:

e post-implementation support

Page 2 of 19




Category Functional Area Weight | Bidder
(Max Response
Score)
e Gantt chart showing project timeline,
key activities, milestones, and
deadlines implementation.
Managerial Bidder is required to provide list of technical 5
and Key teams and their role in the Project, indicating
Personnel relevant qualifications.
Competency | Bidder is required to attach relevant academic
Profiles and professional certificates for the proposed

staff.
1. Project Manager (5 Marks)

e Curriculum Vitae in the recommended
format, detailing relevant ICT project
management experience and
involvement in enterprise system
implementations

e Academic Background: A Bachelor’s
Degree  in  Computer  Science,
Information ~ Technology,  Project
Management, or a related field from a
recognized institution

e Evidence of Project Management
Experience - At least five (5) years of
verifiable experience in managing ICT
projects, with proven responsibility
over scheduling, stakeholder
coordination, budget control and
change management in public sector or
regulatory environments.

e Documented experience in leading the
successful implementation of Audit and
Risk Management software solutions in
at least two organizations within the last
tive (5) years.

Page 3 of 19




Loy iy e o

Category

Functional Area

Weight
(Max
Score)

Bidder
Response

e Project Methodology  Certification
(Preferred): Possession of a recognized
project management certification such
as PRINCE2®, PMP®, or AgilePM®
will be considered an added advantage

Software Developers & Network work and
hardware support staff (3 Marks)

e Academic Background: A Bachelor’s
Degree in Computer Science,
Information Technology, or equivalent

e Professional Experience: A minimum of
tive (5) years of relevant experience in
the design, development,
implementation, and technical support
of enterprise software systems,
preferably within the public or
regulatory sector

e Technical Certifications: Valid and
relevant certifications in software
implementation, configuration, and
system support, demonstrating
expertise in deploying and maintaining
audit, risk, or compliance management
platforms

Enterprise Risk Management & Audit
Expert - (3 Marks)

e Curriculum Vitae in the recommended
format, highlighting relevant
experience in audit, enterprise risk
management, and system automation
projects.

e Academic Background: A Bachelor’s
Degree in Audit, Accounting, Business
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

Administration, Information System:s,
or a closely related discipline.

e Professional Experience: A minimum of

tive (5) years of relevant experience in
the implementation of audit and
enterprise risk management practices
within public sector or regulatory
organizations.

e Automation Experience: Demonstrated

experience of at least five (5) years in
automating audit and enterprise risk
management frameworks, including
workflow design, system configuration,
and training of end users.

Training &
Transfer of

skills and
technology

User Training Program

Training Duration and Coverage: The
bidder must deliver training over a period
of ten (10) working days, structured as:

o Five (5) days for 25 participants
(including internal auditors, risk
officers, compliance teams, and
executive users);

o Five (5) days for 20 ICT and system
administrators, focusing on system
configuration, troubleshooting,
backup management, and integration.

Customized Content: Training must be

tailored to user roles, including modules

on:

o Audit lifecycle execution

o Risk register management

o ISO compliance workflows

o Report generation and dashboards

o User administration and access control
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

o Data backup, synchronization, and
recovery procedures

Capacity Building and Localization
e Inclusion of Local Talent: The training
plan must clearly demonstrate how the
bidder will integrate local professionals
into the implementation and support
process, including:

o Reserved training and employment
opportunities for Kenyan citizens

o Timeframes within which these
opportunities will be realized

o Transfer of technical and functional
knowledge to local staff to reduce long-
term dependency on external vendors

e Succession Planning and Competency
Development:

o Identification of local staff or system
champions to be mentored as in-house
super users

o Development of a competency roadmap
outlining how trained staff will evolve
into trainers and technical leads post-
deployment

Training Approach and Methodology

o Interactive Delivery: Use of instructor-led,
hands-on, and simulation-based training
methods to ensure knowledge retention.

o Training Materials: Provision of
comprehensive user manuals, quick reference
guides, video tutorials, and access to online
knowledge bases (where applicable).
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Category Functional Area Weight | Bidder
(Max Response
Score)
o Assessment and Certification: Conduct
post-training assessments to evaluate learning
outcomes and issue certificates of participation
or competency.
o Post-Go-Live Support: Offer refresher
sessions or Q&A clinics during the first three
months after system launch to reinforce
learning and address any gaps.
Organizationa | The bidder shall provide a comprehensive 1
I Leadership | organizational leadership chart that clearly
Chart outlines the company’s governance and
management structure, including roles,
reporting lines, and key personnel responsible
for project delivery
Support The service provider must have a legally 2
established and operational local presence
within Kenya at the time of submitting their
bid.
SUB TOTAL 30
Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
Audit Risk-Based Audit Planning and Scheduling 2
Management o Integrated Risk Inputs

e Scoring and Prioritization Tools
o Audit Scheduling Functionality
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Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
o Audit Universe Integration
Audit Draft Annual Work Audit Plan from risk 1
Management ratings
e Scenario Planning and Adjustments-
capability to modify the draft plan based on
changes in resource availability, emerging
risks, or management input before
finalization.
e Approval Workflow
Audit Individual audit plan derived from annual 1
Management plan (web-based)
o Allows users to extract and build
departmental plans from the approved
annual plan via web interface.
Audit Resource planning and calendar integration 2
Management e Audit Resource Allocation Tools: Ability

to assign auditors to specific engagements
based on availability, expertise, and
workload

o Conflict Alerts - Real-time notifications if
an auditor is double-booked or over-
allocated, enabling supervisors to reassign
or balance workloads effectively.

o Calendar-Based Scheduling: Integration
with calendar tools (e.g., Zimbra or
Microsoft Outlook) to manage and visualize
audit timelines, milestones, and deadlines
within a centralized dashboard.

e Engagement Lifecycle Visibility:
Centralized view of all planned, ongoing,
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Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
and completed audits, including resource
assignments, duration, and status tracking.
Audit Workpaper Management with version 1
Management control
o Centralized Workpaper Repository
o  Workpaper Linking to specific audit
objectives, tests, findings, or supporting
evidence
Audit Offline capabilities and LAN syncing 1
Management
e Enables audit data collection and access
when offline, with automatic updates upon
LAN reconnection
Audit Real-time data collection and collaboration 1
Management e Real-Time Data Entry
e Multi-User Collaboration
e Live Editing and Input
e Team Notifications and Messaging
e Progress Dashboards
Audit Secure document sharing and storage 15
Management

e Encryption and Data Protection

e Archiving and Retention

e Support for a wide range of file formats
(PDF, DOCX, XLSX, PPTX, JPG, PNG,
etc.) and configurable file size limits or
upload restrictions as defined by the
Authority.
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Category Functional Area | Weight Bidder
(Max Response
Score)

B) TECHNICAL FUNCTIONAL REQUIREMENTS

9.| Audit Structured audit workflows 2

Management
e Automates audit lifecycle stages from

initiation to closure using defined process

flows.
10{ Audit Custom audit templates (including ICT 1
Management audits)

o Predefined and Customizable Templates

o Templates must accommodate the unique
requirements of ICT audits, including
cybersecurity controls, network
assessments, data privacy compliance, and
system change management reviews.

11} Audit Link findings to IPSAS and policies 1.5

Management
e Standards Mapping

e Searchable Repository of Standards and
Policies

o Guided Referencing During Audits

e Cross-Linking in Reports

o Customizable Reference Frameworks

12} Audit Time and task tracking per staff 15

Management
o Tracks time spent by specific auditors across

specific tasks and engagements.
o Task Assignment and Progress Tracking
o  Workload Visibility - Dashboards or
calendars showing each team member’s

workload
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Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
13| Audit Integration with: 1.5
Management e Microsoft Office Suite
e Microsoft Dynamics 365 business central
e Case Management System (CMS)
14| Audit Electronic sign-off and multi-level review 1.5
Management notes
e Secure Electronic Sign-Off
e Multi-Tiered Review Workflows
e Review Notes and Annotations
e Automated Notifications
o Traceable Review History
15| Audit Auto-generation of audit reports (MS 2
Management Word, MS Excel, PPT, PDF)
o Automatically compiles audit observations
into multiple standard report formats.
16| Audit Report distribution via email upon trigger 1
Management o Issue alerts when specific events occur, such
as:
o Completion of an audit engagement
o Approval of a report
17| Audit Follow-Up | Auto-capture audit recommendations 1.5
o Integrated Recommendation Capture
o Linkage to Findings and Risks
e Pre-Populated Templates or Drop-Downs
18| Audit Follow-Up | Track open/closed/partial items 1.5

e Status Categorization: Capability to assign
and update the status of each audit finding
or recommendation as:

* Open — No action has been taken
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

B) TECHNICAL FUNCTIONAL REQUIREMENTS

* Partially Resolved — Action initiated
but not completed or only partially
effective

*  Closed — Action fully implemented and
verified

19

Audit Follow-Up

Escalation of overdue actions

Send automated email or in-app
notifications to stakeholders at various
escalation levels, highlighting the nature of
the unresolved item, responsible parties, and
potential risks.

1.5

20

Audit Follow-Up

Follow-up by addressee

Log all escalation-related communications
and actions taken, with time stamps,
comments added by the addressee and user
identification, to maintain transparency and
traceability.

1.5

21

Audit Follow-Up

Dashboards for unresolved issues

Real-Time Visualization: Display
dynamic dashboards that summarize open,
partially resolved, and overdue audit
findings, risk mitigation actions, and
compliance gaps.

Configurable Views: Allow filtering and
grouping of issues by department,
engagement, risk level, due date, action
owner, or status for tailored user views (e.g.,
internal audit, senior management, board
committees).
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Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
22| Agile & Agile audit planning and sprints 1.5
Continuous Audit | e Ability to break down the annual audit plan
into smaller, manageable audit periods, each
with defined scope, resources, timelines, and
deliverables.
o Backlog and Task Boards - prioritized list of
pending audits or areas of concern
o Integration with Risk Registers and
unresolved issues, ensuring continuous
alignment between risk assessments and
audit execution.
23| Agile & Continuous Analyzer integration 3
Continuous Audit | e Integration with Audit Analytics Engines
e Display analytics results through
dashboards
e Support for Historical and Trend Analysis
24| Agile & Digital audit paper workflows with 1.5
Continuous Audit | Computer-Assisted Audit Techniques
(CAAT’s)
e Facilitates digital evidence collection and
supports automated testing via CAATs.
25| Agile & Audit universe risk rating 15

Continuous Audit

o Capability to maintain a comprehensive and
up-to-date register of all auditable entities
within the Authority

o Flexibility to define and adjust risk factors,
scoring scales, weightings, and thresholds
according to the Authority’s audit
methodology.

e Automatic calculation and ranking of
auditable entities based on total risk scores,
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

B) TECHNICAL FUNCTIONAL REQUIREMENTS

allowing planners to identify high-risk areas
for inclusion in the annual audit plan.

26| Enterprise Risk Continuous Risk Identification 1.5
Management
e Supports dynamic detection of risks
throughout the Authority’s processes.
27| Enterprise Risk Centralized Risk Library/ Universe 1.5
Management o Ability to define and manage risk categories
(e.g., operational, financial, compliance,
strategic, reputational) and sub-categories
tailored to the Authority’s context.
o Central repository of predefined risk
statements, descriptions, potential causes,
consequences, and suggested controls that
can be reused or adapted across
departments.
o Tagging and Metadata: Support tagging of
risks by department, process, owner, impact
rating, control linkage, and other metadata
for improved traceability and filtering.
28| Enterprise Risk Department and board self-assessments 2
Management
e Enables decentralized risk self-assessments
and escalations
29| Enterprise Risk Customizable risk scoring tools 1.5
Management
30| Enterprise Risk Risk Heatmaps and Matrices 1.5
Management
31| Enterprise Risk Risk Mitigation Plan Tracking 15
Management
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

B) TECHNICAL FUNCTIONAL REQUIREMENTS

e Monitors status and ownership of
mitigation efforts against identified risks.

32| Enterprise Risk Control Monitoring and Root Cause 1.5
Management Analysis
33| Enterprise Risk Incident Logging and Classification 1.5
Management
34| Enterprise Risk Corrective Action and Escalation Tracking 1
Management
e Ensures that remediation plans are
implemented and escalated as needed.
35| Enterprise Risk Risk Appetite and Tolerance Management 1
Management o Allow the Authority to define its overall and
category-specific risk appetite statements
e Enable risk owners to establish measurable
risk tolerance thresholds
36| Enterprise Risk Risk-Based Reporting and Dashboards 2
Management e Customizable Risk Reports
e Heatmaps and Risk Matrices
e KRI and KPI Dashboards
e Departmental Views to access risk insights
relevant to specific functions.
37| Enterprise Risk Compliance Framework Integration 1
Management
e Links risks and controls to compliance
standards such as COSO, SOX, ISO.
38| Enterprise Risk Document Linkage to Risks and Controls 1.5
Management e Attachment of Supporting Documents

o Version Control and Audit Trail
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

B) TECHNICAL FUNCTIONAL REQUIREMENTS

e Search and Filtering - Allow users to search
for documents by risk category, control type,
department, upload date, or other metadata
for efficient retrieval and reference.

39

Enterprise Risk
Management

Control Gap Monitoring and Audit Trails
o Control Gap Monitoring
# Control Mapping and Assessment
< Gap Identification and Flagging
o Audit Trails
< Time-Stamped Records of every system
interaction, with user identity and
action description.
< Exportable Logs for internal reviews,
external audits, or compliance
inspections.

40

Compliance
Management

Support for implementation and
compliance management of ISO standards
including ISO 27001, ISO 22301, and ISO
9001.

e Facilitates monitoring and reporting of ISO-
related compliance and implementation
progress.

41

Compliance
Management

A centralized repository for storing
policies, procedures, audits, corrective
actions, and evidence of compliance

42

Compliance
Management

Workflow tools for assigning, tracking, and
reviewing implementation ISO tasks and
corrective/preventive actions (CAPA)

o Assignment of ISO Tasks
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Category

Functional Area

Weight
(Max
Score)

Bidder
Response

B) TECHNICAL FUNCTIONAL REQUIREMENTS

e Tracking of Corrective and Preventive
Actions (CAPA)

e Review and Approval Workflows

e Real-Time Dashboards and Alerts

43

Compliance
Management

Version control for ISO documents and

change logs

e Maintains a changelog of updates made to
compliance documents.

44

Compliance
Management

Dashboards for tracking implementation
status and areas of non-compliance to ISO
Standards

45

Compliance
Management

Capability to link ISO clauses to
organizational processes, audit results and
risk registers

46

Compliance
Management

Pre-configured modules or templates for
ISO 27001, ISO 22301, and ISO 9001 that can
be customized to align with the Authority’s
compliance framework.

47

Technical

Relational database and scalability

e Support for Structured Queries

o Concurrent User Support- concurrent users
(auditors, risk officers, managers, ICT staff)
without compromising system
responsiveness or data integrity.

48

Technical

On-premise/hybrid deployment

o Ability to install and run the complete
application and database components within
the Authority’s internal data center.

e Option to operate select components (e.g.,
analytics, reporting, backups) on the web
while retaining sensitive data and core
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Category Functional Area Weight Bidder
(Max Response
Score)
B) TECHNICAL FUNCTIONAL REQUIREMENTS
system functionalities on-premise in
compliance with internal ICT policies.
e For hybrid or mobile scenarios, the system
should support offline data capture with
secure synchronization once connectivity is
re-established.
49| Technical ACL/IDEA and Office compatibility 1
e Import and export datasets to and from
ACL/IDEA;
e Execute or integrate with pre-configured
ACL/IDEA scripts for audit testing and
data analysis;
o Utilize audit analytics outputs within the
system’s reporting and documentation
workflows.
50| Technical Access control - Multi-Factor 2
Authentication (MFA) and Role-Based
Access Control (RBAC)
e Assigning specific rights to auditors,
managers, risk officers and administrators;
e Restricting access to sensitive modules (e.g.,
findings, risk registers, reports) based on
clearance level;
e Enabling audit trails for user activities
across all modules.
SUB TOTAL 70
TOTAL 100
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Summary Functional Requirements Scoring Matrix — Technical Evaluation

Category Functional Area Weight | Bidder
(Max Response
Score)
A) TECHNICAL e Firm Experience 10
CAPACITY e Methodology and Work Plan
REQUIREMENTS | e  Staff Capacity 11

o Project Manager
o Software Developers & Support Staff
o ERM & Audit Expert

e Training Plan & Capacity Building 6

e Organizational Leadership Chart

e Local Support Presence 2

B) TECHNICAL e Audit Management Features (Planning, 25

FUNCTIONAL Templates, Collaboration, Reporting)
REQUIREMENTS | e  Audit Follow-Up and Escalation Tools 7.5

e Agile & Continuous Audit Capabilities 7.5

e Enterprise Risk Management 20

Functionalities
e Compliance Management (ISO 6

Workflows, Tracking, Linkage)

e Technical Requirements (Deployment, 4

Security, Integration)

TOTAL 100

C. CLOSING DATE
The closing date apeétime remain unchanged.
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